In 2005, Chinese government defined its direction to electronic health records and electronic medical records. Up to 2012, hundreds of electronic health record systems and electronic medical systems have been developed, but the systems are still in their infancy, and China is facing a variety of challenges in implementation of the systems. To overcome the challenges and achieve system benefits, recommendations are provided for implementing a national electronic health system.
Introduction
From 2000 to 2010, Chinese population increased by 5.84%, reaching 1.34 billion according to the 6th national census 1 . To meet the needs of the healthcare for such a large population and to improve healthcare services, China increased its annual health expenditure dramatically by 335% from CN¥460 billion in 2000 to CN¥2000 billion in 2010, according to the Ministry of Health (MOH) of China 2 . Over these years the healthcare infrastructure in China has been well developed. In 2011 there were 954,389 health institutions, including 21,979 hospitals, 918,000 grassroots or community health service centres (CHSCs), and 11,926 specialised public health institutions. However, as China is a developing country with a large population, China's health expenditure per capita is much lower than that of developed countries. In 2008, China's health expenditure per capita was US$146, contrasting US's US$7,164, France's US$4,966, Germany's US$4,720, Canada's US$4,445, Australia's US$4,180, UK's US$3,771 and Japan's US$3,190 2 . To further improve its healthcare, China must improve the efficiency of its healthcare services while maintaining lower costs, in addition to the increase in government budget.
The Chinese government laid a focus on healthcare sector in its 12th Five-Year Plan (2011) (2012) (2013) (2014) (2015) (2016) . MOH defined its 3521 project for e-health, where the '3' refers to three levels of healthcare data platform: country, province and region levels; the '5' points to five applications: public health, medical services, new rural medial insurance plan, basic drug plan, and general management; the '2' indicates two systems: electronic health record (EHR) system and electronic medical record (EMR) system; and the '1' represents one special network for healthcare 3, 4, 5 . Regarding the EHR and EMR, a health record is the information of health conditions about a healthcare recipient 6 at CHSCs or other health institutions, while a medical record is the information of hospital clinic and therapy about a medical care recipient 7 . EHRs are collected, stored and shared by regional CHSCs, while EMRs are recorded or generated, stored and shared by hospitals.
The Chinese government leads the development of EHR and EMR systems. The MOH approved the establishment of professional committees for research on and development of standards and specifications. The China Hospital Information Management Association (CHIMA) focuses on the preparation of management specification and regulations for digital hospitalisation standards 8 . The Health Information
Standards Professional Committee (HISPC) of the MOH prepared a series of guidebooks, standards and specifications for both EHR and EMR systems. In addition, the government has developed supportive ehealth policies including national e-health policy, national multiculturalism policy for e-health, national telemedicine policy, and e-government policy. China's e-health system development is significantly affected by its economy, administration, geography, demography and culture. Economic development in China is extremely unbalanced. Urban development is faster than rural development, and growth in eastern regions is faster than that in western regions. There is growing inequity in health status, resource allocation and service delivery between rural and urban areas 9 .
The Chinese population is rapidly aging, due to a lower mortality rate and the one-child policy, which was forced to implement in 1979. In 2010, rural residents were over 674 million (50.32%); mobile population was over 261 million (19.07%); and elderly residents over 60 years old were over 177 million (13.26%) 1 . These features have led to healthcare challenges for the central government, which announced a comprehensive healthcare reform in 2009 to address the issues without a detailed roadmap 10 .
The healthcare reform boosted CHSCs in urban areas to play an important role in prevention, medical care, rehabilitation and health promotion. The CHSCs are non-profit institutions, and their service targets are women, children, elderly people, chronically sick and disabled people and poor residents in residence communities. The communities are partitioned based on the administrative areas where households are registered according to China's household registration system. A household registration record includes the members of a family as residents of an administrative area and identifies each member's information of name, gender, date of birth and the relationship with the householder (parent, spouse, etc.). The household registration records, and the roles and targets of the CHSCs affect the implementation of EHR systems.
Current Status
According to CHIMA 8 11 . In 2010, fund is allocated for EHR initiatives in five provinces 5 . In these stages of EHR attempts at regional and provincial levels, some cities or provinces developed their own standards and systems. Based on these systems, the MOH developed standards and specifications for subsequent stages. Until 2011, 120 EHR systems had been completed, 40 systems were under development and 100 systems were in planning phase 19 
Challenges and Issues

Insufficient Fund and Biased Fund Allocation
E-health projects are expensive 35 . For example, U.S.
invested AU$28 billion (AU$1,320 per capita) in the Barack Obama Plan in five years, and Australia has already spent AU$466.7 million (AU$21 per capita) on the first release of the PCEHR system in two years 36 .
According to World Health Organization (WHO), lack of funding is one of the major hurdles affecting ehealthcare adoption in developing countries including China 37 . It is estimated that the required investment in hardware/software is CN¥26 billion (CN¥20 per capita) 11, 38 . Normally hardware/software accounts for 20% of the development cost 39 . Therefore development cost would be CN¥130 billion (CN¥100 per capita or AU$17 per capita). Generally speaking, the annual cost to maintain an e-commerce or e-government system in its operation phase is between 50% and 200% of the cost for the development phase 39 . According to this rule, China needs CN¥65 to CN¥260 billion annually to maintain the systems. Although the total healthcare expenditure was CN¥2000 billion in 2010, the government contribution is CN¥573 billion only 1 . Obviously, government healthcare budget cannot provide sufficient fund for system operation.
China has invested its limited fund for e-health unevenly 26 Because of the lack of unified national approach, clear planning and governance framework, the quality of the EHR and EMR systems and the productivity of the development are low. A large amount of resources have been used for repetitive products that are isolated from each other. The authors visited some hospitals in Beijing and CHSCs in Tianjin in 2012 and found that new patients have to fill in registration forms, which capture different information at different hospitals, and resident health records are stored in CHSCs' standalone computers.
There
Lack of Willingness to Share Information
There is not general guidance and it is individual doctors' decision to share medical or health information between medical or health institutions. Hospitals have not formed positive attitude towards sharing information for reasons such as self-funded systems, propriety, concern of disclosing critical information to outsiders, and the fear of criticism by fellow professionals. Large and metropolitan hospitals are typically not willing to share information with their smaller counterparts or CHSCs even though the latter is keen on sharing information with the former. Doctors from large hospital tend not to recognise diagnosis and test results from smaller hospitals because of the concern about personnel's proficiency and instrument's accuracy.
Issue of Two Separate Systems
EHR systems and EMR systems are regarded as different systems and operate in parallel respectively. EHRs are entered by CHSCs and EMRs are recorded in hospitals. Quality of data in EHR systems is uncertain because of unrealistic target that 50% urban residents and 30% rural residents would have their EHRs by 2011. The authors visited a CHSC, which takes charge of 93,336 residents and stores their EHRs in a database hosted in a stand-alone computer. If it takes 5 minutes to enter one person's EHR, and data entry continues 8 hours per day, it needs 486 working days to reach the target. Data collected in haste may not be complete and/or accurate. However much information included in EHR systems can be obtained from EMR systems 20 , where information is obtained when patients visit hospitals and therefore should be more accurate.
In 2012, MOH 6, 7 published standards or specifications for each of the two systems with an objective of interaction between the two systems. However, beside the issue of interoperability, developing both EHR and EMR systems consumes the insufficient resources while reinventing the wheel. Later in the same year, the State Council 21 planned to establish a national unified medical and health information standard system. However, there will be integrity issue regarding data from the two legacy systems, which must be addressed now.
Lack of Legislation and Regulation
Private data should be secret from non-expected users (secrecy), data should be available for meaningful use (necessity) and critical data must be correct and accurate (integrity), when data are stored in and transmitted between systems 37 . Even though security techniques such as authentication and encryption can address these issues, legislation is necessary to define private data, and regulate meaningful use and trustful operation of the systems. Secrecy and necessity may conflict and must be balanced in system analysis and design. Low level of secrecy increases the risk of privacy breach while increasing necessity, and low level of necessity may cause negative impacts on health 44 while improving secrecy. Currently there is a lack of policy and regulation in China for recording, storing and using personal health information 11, 37 without consideration for interoperability. China has issued its standards, but interoperation of EHR or EMR systems is more complex than standards could define, and software engineering solutions should be sought 49 .
Moreover, the current standards should be improved. For example, the Basic Structure and Data Standards for Health Records 15 has some critical deficiencies in terms of privacy and security, support for different data types and reference data, mechanism to support easy additions and extensions to various medical domains and organisations, and relational attributes for data elements 50 .
Issue of E-health Talent and Research
Health and medical informatics education and training in China cannot meet China's need 51 . There is a lack of skilled health IT professionals to develop health IT solutions 52 and the talent to combine IT knowledge/skills, healthcare, nursing and public health 42, 53 . The authors noticed that it is difficult to obtain literature of theory on e-health in China. This indicates a lack of theory support for developing ehealth information systems in China, which is primarily gained from research 38, 54 . Meanwhile, there is a need for EHR system education. According to Huang 11 , data for EHR systems are mainly collected in urban communities and rural villages from women, children, elderlies, chronically sick and disabled people, who are the main targeted users of China's EHR systems. Compared with others, this group of people is averagely at lower levels in IT literacy. There is a need for EHR system education among these people.
Recommendations and Outlook
Developing a National System of Hierarchical Structure
Although there are hundreds of EHR and EMR systems, these systems will have to be abandoned or upgraded eventually because of the challenges to and defects with them. According to international experiences and the 12th Five-Year Plan by State Council 21 , China will eventually build its national unified electronic health/medical record (EH/MR) system. Because of unbalanced economy across the country, insufficient fund and biased fund allocation, difference in regional policies and difference in resources and organisations in different areas, the national EH/MR system should evolve in a top-down approach towards a hierarchical structure with 3 levels of country, province and region, as defined in the 3521 e-health project by MOH. The system will be developed in object oriented (OO) approach 55, 56 to allow • Inheritance -a child class at a lower level (province or region) inherits features and methods from its parent class at a higher level (country or province) to ensure that a province or region carries out standards, policies, etc. from the country or the governing province, and avoids repetition at lower levels;
• Overriding -a child class can implement the methods inherited from the parent class differently to ensure that a province or a region can be different from another one at the same level;
• Encapsulation -a class is independent from others to ensure that the change (participation, withdrawal, local reform, etc.) in the class will not affect other classes; and • Polymorphism -objects in a class (institutions in a province or region) can have specific implementation of user interfaces to ensure that the system is usable for different users including hospitals, CHSCs and individuals. The features of this approach are • The hierarchical structure conforms to China's administrative structure.
• The system is developed incrementally according to the national e-health plan, and in order to meet the challenge of insufficient funds. The system can be used at a higher level while it is developed for a lower level.
• The system is maintainable to accommodate China's changing environments.
• The system is sustainable and will become simpler with the change towards balanced economy and unbiased fund allocation. MOH will lead and govern the complete process of system development and implementation, although local governments will be involved in timely stages.
Using Smart Cards at the Present Time
Citizens will participate in the national system at different stages of the system development, which may take years of time. According to State Council 21 , the number of individual EHR users will increase from 50% to 75% of the residents from 2012 to 2015. Based on this rate, it is estimated that all residents will use EHRs in 2018, when the national system evolves to be complete. In the next 5 years, people need to use current systems and will be gradually transferred to the national system. China produces a huge amount of clinical documentation every year 50 . According to a research based on a hospital in China, the hospital creates more than 20,000 new inpatient records per year 57 . Such records need to be shared between existing EHR/EMR systems, and past data need to be transferred into the future system. Smart cards would be a cost-effective method for sharing and transferring the records. An individual holds his or her EHR card, with which the individual can access to existing EHR or EMR systems to download, append, edit or upload EHR/EMRs. The card holder controls the operation on his/her information.
The features of using smart cards are:
• Chinese people are used to keeping medical records with themselves. They had a history to keep medical records by individuals before computers are used to store the records.
• They are used to using smart cards. Most people are using medical insurance cards and other types of cards.
• Smart cards are cost-effective and easy to use 58 . The smart cards do not need computer networks, except for cards and card readers.
• Smart cards can store more complete and better quality data, which may be integrated from multiple institutions 59 . When inconsistency is noticed, human intervention will fix errors.
• Card holders control the access to their EHRs/EMRs.
• Smart cards are in practice impossible to forge or unlawfully manipulate. Strong offline and/or online verification (PIN or biometric) limits the unlawful use of lost or stolen cards to gain access to healthcare 58 .
• The smart cards will be the media from which EH/MRs are transferred to the national system in the future.
Establishing Incentive Mechanism
Appropriate incentive mechanism is essential for implementing EHR and EMR systems. For adopting the PCEHR system, Australian government requires clinics to participate, otherwise the clinics would become ineligible for the eHealth PIP 60 , which is part of a blended payment approach. Similar as the PIP, China's Social Insurance Scheme (SIS) allows patients to pay their own portion of fees at a hospital, and the hospital will be compensated for the remaining fees from the SIS. China can learn from Australia to enforce that SIS system only links to the national EH/MR system.
Chinese government allows hospitals to develop higher quality services, for which they can charge prices above the levels reimbursed by SIS. The charge for higher quality services is one of the revenues that produce hospital gains 61 . Governments should require that higher quality services, including non-ensured drug sale and testing referral, are processed only by the national EH/MR system. Australian government provides fund to support clinics to develop their e-health capability 60 . It is more necessary for Chinese governments to provide funds to 
Ensuring Sustainable Fund
According to software engineering research 62 and international EHR experience 35, 63 , system maintenance for successful operation will cost much more than its development. Sustainable fund is needed for adopting EHRs and EMRs. China's national health and medical budget has been among the lowest in the world 37 . Patients have to pay 37% of the fee 64 for healthcare services. It is a heavy burden for many of them, and some of them cannot afford for professional services 65 . Patients should not take financial responsibilities in implementing the national system. It is the same for public hospitals, as any additional cost on them will be transferred to patients. The governments should increase their budgets for the national EH/MR system, and raise funds from other sources:
• E-health levy from high income taxpayers -In the context of healthcare services, citizens assume two major roles: collective taxpayers and individual users of services 66, 67, 68 . Australia has been temporarily collecting flood levy since 2011, which applies to every taxpayer who has a taxable income of more than AU$50,000 a year, to raise fund for rebuilding flood-affected regions in Queensland. In 2011-2012, the levy raised AU$1.8 billion, and cost average income earners $1.74 a week 69 . China can also raise funds for e-health in a similar way.
• E-health contribution from international private hospitals -Chinese middle class is willing to pay more for quality healthcare, and foreign investors are keen to meet this demand 70 . The number of private hospitals and clinics in China grows at 20.6% annually, according to IMAPAC 71 . Foreign players charge at least 40 times more than public hospitals 70 . They will benefit from and should contribute to the national system.
• Re-allocation of government budget from year to year -With the development progress of the national system, some medical institutions participate in the system and enjoy the benefits earlier than others. For example, it is estimated that redundancy and inefficiency account for 25-40% of costs in Europe 72 . EHR is capable of increasing efficiency in processing data and transferring information. The governments should re-allocate budget each year with more support for EHR initiatives. World Bank 73 pointed out that China could potentially aim to increase public expenditures by 2-3 percentage points of GDP, which was CN¥51,932,210 million in 2012 74 , for healthcare. The increase could be more than CN¥1.04-1.56 trillion. There is great potential for government to increase budget for the national EHR system.
Working on Privacy Issues
Many data in EHRs and EMRs are highly sensitive in terms of privacy, necessity and integrity, and need to be dealt with extra caution. However these issues have not caused significant attention 75, 76 , especially privacy issue, which is a major obstacle to implementing EHR in Australia and many other western countries. There may be two main reasons for the omission of the privacy issue. Firstly, there is a lack of emphasis on personal privacy in Chinese traditional culture. Secondly, there has not been large-scale health data exchange and, therefore, no serious privacy violation has been notified. A study 77 suggested that adoption of e-health would only be successful if healthcare providers and governments can assure the privacy. China should address the privacy issue in system development. E-health specific laws are necessary to guarantee privacy protection 78 , but very few countries have established comprehensive legal framework on EHRs 79 . In Australia, EHR is protected based on Commonwealth Privacy Act 1988 and regional privacy laws depending on where the EHR system is operated and used 25 . China does not have but should eventually establish privacy laws. However, China should not wait until the emergence of the laws to implement its EHR system, but create a code of conduct with reference to privacy protection in EHR systems with efforts from governments, medical professionals, legal professionals, information technology experts and individual users. In creation of the code, China should learn successful practices from international experience and consider the Chinese tolerant culture in using some personal information. Medical professionals and the public will be educated with the code, and system analysts and designers will determine and design for privacy requirements based on the code.
Developing EHR Knowledge and Skills
Adoption of national EHR system faces different challenges -clinical, political, technical, cultural/emotional, organisational, legal, and financial 72, 80 . Systematic research on EHR/EMR initiative and EHR education is needed in China.
Currently hospitals require staff to use EMR system, and the staff learn to use the system by teaching themselves. They use an EMR system only as a digital form of traditional paper records regardless of system's added values. Individuals do not have access to the systems. The EHR research and education are needed:
• Government sponsor and guide EHR research on strategies, policies, regulations, standards, framework, and system development and implementation. Researchers from multiple professions should be involved, including medicine and health, information technology, law, management and society.
• Healthcare or medical institutions should provide trainings for knowledge about national system and skills to make best use of it. Government can teach individuals to use the system using existing resources such as TV health programs, TV courses and online tutorials. According to WHO 37 , China has been working on developing e-health capacity building in recent years through ICT training and education for health students and health professionals. It is expected that the problem of lack of talent and skill will be solved in a few years.
Working on Mobile Health
Currently China has not taken an initiative to access EHRs using mobile devices. However, the large mobile population and mobile phone population determine the significance of mobile health (m-health) in China. As a result of unbalanced economy, many people from impoverished regions go to urban and prosperous coastal regions in search for work. These people construct the majority of the mobile population. They rely on mobile devices more than cabled computers to access the Internet. Moreover, China has 400 million mobile Web users and is world's top smartphone market 81 . China should develop a mobile version for the national system, which will realise the benefits of remote monitoring using mobile devices based on the concept of Internet of Things 82,83 .
Moving towards Cross-country Data Exchange
International travelers to China reached 27.11 million person-trips in 2011 84 , and Chinese travelers to other countries reached 83.18 million person-trips in 2012 85 . Some people travel for international medical services. There is a need for cross-country EHR exchange mechanism and platform. Although sharing EHRs with other countries is not in China's national agenda, local attempts have been taken in this regard. For example, Zhejing University has been working on a collaborative effort with Kyoto University and Miyazaki University in Japan to obtain clinical information between China and Japan 57 . Moreover, in developing a national system, China needs to address the issue of difference between provinces or regions. China will acquire experience from cross-border for cross-country sharing of EHR information.
